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DEFINITIONS 

 
Throughout this document, unless stated otherwise, the words in the first column below have the meanings detailed 

opposite them in the second column. 

 

Audit Committee An independent committee constituted to review 
the control, governance and risk management 
within the Institution, established in terms of 
section 166 of the MFMA. 

Auditor-General The designated public auditor of the municipality 

or municipal entity, being the person appointed 

as Auditor-General in terms of section 193 of the 

Constitution, and includes a person - 

(a) acting as Auditor-General 

(b) acting in terms of a delegation by the Auditor- 

General; or 

(c) designated by the Auditor-General to exercise 
a power or perform a duty of the Auditor-General 

Combined assurance A process that seeks to optimise the scope of 
assurance to the Institution by harmonising the 
work of various providers of assurance through 
eliminating fragmentation and duplication of 
efforts. 

Chief Risk Officer (CRO) A senior official who is the head of the risk 
management unit. 

Council a) In relation to a municipality, the Municipal 

Council as referred to in section 18 of the 

Municipal Structures Act, and as defined in 

section 1 of the MFMA; and 

b) in relation to a municipal entity, the Municipal 
Council of its parent municipality 

Enterprise Risk Management (ERM) A systematic, coordinated and inclusive process 
which uses the Institution’s strategy and 
objectives as the focal point to manage the range 
of risks and optimisation of opportunities to 
enhance the achievement of the strategy and 
objectives. 

ERM Framework Local Government Risk Management Framework 

Risk Intelligence Information that is purposively identified, 
collected, analysed, presented, and 
communicated for use in risk management 
decisions. 
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Impact Result or effect of an event. There may be a 
range of possible impacts associated with an 
event. The impact of an event can be positive or 
negative relative to the department’s related 
objectives 

Incident A risk that has actualised 

Integrated Development Plan (IDP) A single, inclusive and strategic plan aimed at 
the integrated development and management of 
a municipality, as envisaged in Chapter 5 of the 
Municipal Systems Act. 

Inherent risk The exposure arising from risk factors in the 
absence of deliberate management 
intervention(s) to exercise control over such 
factors 

Internal Auditing An independent, objective assurance and 
consulting activity designed to add value and 
improve the institution’s operations. It helps an 
organisation accomplish its objectives by 
bringing a systematic, disciplined approach to 
evaluating and improving the effectiveness of 
risk 
management, control, and governance 
processes 

Key Risk Indicators(KRI) Are measures used by management to indicate 
how risky an activity is. KRI’s give us an early 
warning to identify a potential event that may harm 
the continuity of the activity/project 

King IV King IV report on Corporate governance for 
South Africa,2016. 

Likelihood The assessment of the probability that a risk will 
occur 

Management Collectively, all levels of management personnel 
and officials of the Institution responsible for 
planning, organising, leading, and controlling 
institutional activities. In other words, everyone 
except the Chief Risk Officer, Chief Audit 
Executive and staff reporting to them, who are 
deemed to be independent of management in 
the exercise of their responsibilities for risk 
management. 

Operational Risk Risks that affect the achievement of the SDBIP, 
mainly resulting from inadequate or failed 
internal processes, actions of staff, loss of key 
personnel, failure of IT systems, failure of 
equipment, the actions of regulatory authorities, 
customers, suppliers and the public, as well as 
other external events that impact on the 
objectives. 
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Other Official An official other than the Accounting Officer, 
Management, Chief Risk Officer and his/her staff 

Residual risk The exposure remaining after the mitigating 
effects of management intervention(s) to control 
such exposure, i.e. the remaining risk after 
management has put in place measures to 
control the inherent risk 

Risk a) The effect of uncertainty on the achievement 
of the Institution’s IDP and SDBIP caused by the 
presence of risk factors; and/or 

b) The failure to optimise opportunities to 
enhance the achievement of the IDP and SDBIP. 

Risk Owner The person accountable for managing a 
particular risk linked to the objective(s) he/she is 
responsible for. 

Risk Appetite The level of risk which is established through a 
rigorous analytical process (including 
consideration of cost versus benefit) that the 
Institution is prepared and able to accept in 
furtherance of its objective 

Risk Assessment A process that allows an organisation to consider 
how potential events might affect the 
achievement of objectives 

Risk Avoidance A process of planning activities to avoid risks 
which have been identified by using an 
alternative method of service delivery 

Risk Management Unit A business unit which reports to and supports 
the Chief Risk Officer to fulfil his/her functions 

Risk Identification A process that allows the organisation to 
consider external, internal, financial and non- 
financial factors that can influence an institution 
policies and achievement of objectives 

Risk Management A systematic, coordinated set of activities and 
methods used to direct an organization and to 
control risks, including a set of principles, a 
framework and a process. 

Risk Rating The allocation of classification to the impact and 
likelihood of a risk 

Risk Register A tool commonly used to record detailed 
information about the potential risks. It serves as 
an up to date information databases about the 
status of individual risks 

Risk Response A process of assigning risk owners for each risk, 
determining the best strategy for responding to 
risk, developing and implementing risk treatment 
plans 
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Risk tolerance The acceptable variation relative to the 
achievement of objectives 

Risk tolerance levels The level of risk exposure that the management 
is prepared to tolerate 

Risk treatment plans A risk treatment plan is a document developed 

on a case-by-case basis as part of the risk 

management plan, detailing risk treatment 

strategies and resources. It also serves as a 

tracking document to monitor the effectiveness of 

treatment actions to manage a specific risk, 

detailing what actions will be taken to address 

the risk including preventative measures. 

Risk Management Committee A committee appointed by the Accounting Officer 
to apply specialist skills, knowledge and 
experience and assist him/her to dispose of 
his/her responsibilities for all matters concerned 
with the establishment, maintenance and 
functioning of Institution’s system of risk 
management, especially the management of 
priority risks. 

Risk Maturity The sophistication and capability of the Institution 
to manage risks. Maturity is exhibited by the level 
of: risk culture, risk governance, risk 
management processes and Institutional 
competence [skills, knowledge, experience]. 

Service Delivery and Budget Implementation 

Plan (SDBIP) 

A detailed plan approved by the mayor of a 
municipality in terms of section 53(I)(c)(ii) of the 
MFMA for implementing the municipality‘s 
delivery of municipal services and its annual 
budget 

Senior Manager A manager referred to in section 56 of the 
Municipal Systems Ac 

Strategic Risk Risks connected with strategy selection, 
implementation or revision which affects the 
achievement of the IDP. Strategic risks occur 
both from poor business decisions as well as the 
failure to effectively implement good decisions 
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INTRODUCTION 

 
Effective risk management is imperative for the municipality to fulfil its mandate. To derive optimal benefits, risk 

management shall be conducted in a systematic manner, using proven methodologies, tools and techniques. For 

consistency in the way that risk management is handled in the municipality, all directorates and departments are 

required to adopt the Enterprise Risk Management Strategy (Strategy) in handling risks in their respective areas. 

The Accounting Officer is ultimately accountable for the municipality’s risk management in terms of legislation. This 

function has been delegated to the Chief Risk Officer who is accountable to the Accounting Officer. 

The municipality ERM Strategy 

 
Risk is an integral part of improved performance, growth and sustainable value creation. Effective risk management 

reduces uncertainty and thereby improve management confidence to become more decisive in pursuit of the 

municipality’s vision, mission and strategic goals. 

Through this Enterprise Risk Management Strategy (ERM Strategy), the municipality hereby adopts a common and 

integrated approach to the management of risk such that knowledge and experience is shared and risk management 

becomes embedded in all activities and work processes. An appropriate balance will be maintained between risk 

and reward, giving full and due consideration for the legitimate and fair expectations of all stakeholders, resource 

constraints and sustainable development. 

The Council of Knysna Local Municipality as part of delivering on its oversight responsibilities, will hold management 

accountable for this Strategy and the management of strategic risks. The Accounting Officer, Senior Managers and 

Business Unit Managers are responsible for the management of risks and implementation of this Strategy. 

The enterprise-wide risk management programme of the municipality shall: 

 
 Focus on strategy, work processes, people, technology & knowledge; 

 
 Promote risk awareness of all managers and employees and improve risk transparency to all stakeholders; 

 
 Proactively manage risks that may impact on the achievement of objectives and exploit opportunities that 

represent the greatest returns on investment; 

 Ensure that management understand and acknowledge their responsibility for managing any risk that may 

impact on their key performance areas or achievement of objectives. 

 Ensure that all employees take responsibility for managing risk in their respective areas of responsibility. 
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In order to ensure achievement of the outcomes listed above, the key performance areas of the ERM 

Unit shall be as follows: 

 Risk management capacity building: establish, maintain and continuously improve risk 

management capacity within the municipality 

 Enterprise-wide risk assessments: design, implement and monitor the system and process of 

risk management & ensure that it is integrated into day-to-day activities; 

 Risk treatment : ensure development of strategies to manage significant risks and provide 

Council with reasonable assurance that all identified significant risks are, to the best extent 

possible, managed and controlled; 

 Coordination, operation and improvement of existing anti-corruption initiatives: review and 

continuously improve the municipality’s anti-corruption capacity; 

 Compliance with applicable laws, prescripts & guidelines: ensure that applicable best practice; 

internal policies; legislation and prescripts are integrated and adhered to 

PURPOSE OF THE ERM STRATEGY 

 
The purpose of this document is to outline an overall approach to risk management that addresses the 

risks facing the municipality in achieving its objectives, and which will facilitate the effective recognition 

and management of such risks. The ERM Strategy is a source of reference and guidance on risk 

management practices within the municipality 

The Municipality’s ERM Strategy has been aligned to the Local Government Risk Management 

Framework recommended by the National Treasury. 

LEGISLATIVE MANADATE 

 
The mandate for risk management in the municipality is derived from the Municipal Finance 

Management Act [MFMA]. 

Section 62(1)(c)(i) states that” The accounting officer of a municipality is responsible for managing the 

financial administration of the municipality, and must for this purpose take all reasonable steps to 

ensure that the municipality has and maintains effective, efficient and transparent system of financial 

and risk management and internal control”COMPONENTS OF THE ERM STRATEGY 
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The Knysna Municipality’s ERM Strategy comprises of the following:. 

 
 Risk Management Methodology 

 Anti-Corruption Strategy 

 Compliance Strategy 

 
DEFINITION OF RISK 

Risk is defined as: 

a) The effect of uncertainty on the achievement of the Institution’s IDP and SDBIP caused by the 

presence of risk factors; and /or 

b) The failure to optimize opportunities to enhance the achievement of the IDP and SDBIP. 

KNYSNA MUNICIPALITY’S APPROACH TO RISK MANAGEMENT 

 
The council’s approach to risk and opportunity management has been developed to support the key 

requirements of good corporate governance: 

Open and Transparent: The approach to managing risks will be open and transparent and blame will not be 

attributed if decisions made in good faith turn out to be the wrong decision. Employees, councillors members 

of the public, partners and outside organisations should have access to inform on our current risks and 

opportunities and how the council is managing them. Risk management supports and enhances this 

decision making process. 

Consistent: The will be consistency of approach to identifying, assessing and managing risks across the 

organisation. The framework will ensure that the risks are reviewed regularly and that any changes in 

circumstances are recorded and acted upon. 

Accountable: There will be clear accountability for risks. Recorded risks will be open to regular internal audit 

and audit inspection by external auditors. 

The council will manage its risks to add value, i.e. it will aim to achieve the balance between under- 

managing risk i.e. unaware and therefore no control, which could damage the Councils performance, and 
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over managing them i.e. an obsessive level of involvement in the fine details, which could become 

overwhelming and stifle innovation and creativity 

RISK MANAGEMENT ARCHITECTURE 

 
Structure 

 
The Accounting Officer is the ultimate Chief Risk Officer of the municipality, assumes ownership of risk 

management and is accountable for the municipality's overall governance of risk 

The Accounting Officer has delegated the responsibilities for developing and maintaining an effective and 

efficient system of risk management to the Chief Risk Officer but maintains accountability. 

A risk management committee has been appointed that is chaired by an external chairperson who is a 

member of the Audit Committee. The RMC provides risk management oversight and reviews risk 

management policies and report before they are presented for approval by Council. 

Tools and technology 

 
The Barn owl risk management tool produced during the 2020 financial year is used for capturing, 

organising, storing and interrogating data, as well as tracking and communicating risk information. 

Risk Management roles & responsibilities 

 
Risk management roles have been divided into four categories due to the unique responsibilities of the role-

players in each category 

Risk Management Implementers 

 
All management and all officials within the municipality shall be the risk management implementers. Their 

important roles and responsibilities in risk management shall include 

Responsibilities of the Chief Financial Offer 

Responsibilities of the Chief Financial Officer shall include 
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The Chief Financial Officer (CFO) has a duty to that the financial resources needed to manage the 

institutional risks are available, by: 

a) Driving a risk-based budgeting system and ensuring that the budget process is aligned to risk 

management. 

b) Ensuring risk reporting in the budget reports. 

The CFO also shall ensure that the critical risks within the financial environment are identified, assessed 

and managed; and shall also champion risk management within the financial environment to deal with the 

municipality’s financial risks 

Responsibilities of the Senior Managers 

Responsibilities of Senior Managers shall include 

 
a) Executing their responsibilities as set out in the risk management strategy; 

b) To focus on the management of those risks that require further mitigation in order to maintain 

compliance with our risk appetite and that could have a significant effect on our ability to 

achieve our strategic objectives 

c) Empower officials to perform effectively in their risk management responsibilities through 

proper communication of responsibilities, comprehensive orientation and ongoing 

opportunities for skills development; 

d) devoting personal attention to overseeing the management of key risks within their area of 

responsibility; 

e) Maintain a co-operative relationship with the Risk Management Unit and Risk Champion; 

f) Maintaining the proper functioning of the control environment within their area of 

responsibility; 

g) Monitoring of risk management within their area of responsibility; 

h) Hold officials accountable for their specific risk management responsibilities. 

i) Implement the directives of the Accounting Officer / Authority concerning risk management; 
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j) Prioritizing and ranking risks in their area of responsibility to focus responses and 

interventions on risks outside the Institution’s tolerance levels; 

k) Benchmarking risk and risk mitigation activities; 

l) Assessing the effectiveness of risk management within area of responsibility; 

m) Aligning the functional risk management methodologies and processes with the Institutional 

process; 

n) Providing risk management reports; 

o) Reporting to the Risk Management and Audit Committees as may be requested 

Responsibilities of Other Officials 

 
Responsibilities of other officials shall include 

 
a) To be aware of the risks associated with their work 

b) Report suspicion of fraud and corruption through the approved processes of whistle blow; 

c) Familiarity with the overall risk management vision, risk management strategy, Anti- fraud 

Corruption Strategy, risk management policy and risk management policy; 

d) Inform their supervisors and/or the Risk Management Unit of new risks and significant 

changes in known risks; 

e) Adhere to the code of conduct of the institution; 

f) Applying the risk management processes in their respective functions; 

g) Implementing the delegated action plans to address the identified risks; 

h) Escalating instances where management of risk is beyond their control; and 

i) Co-operating with other role players in the risk management process and providing 

information as required. 

j) Report inefficient, unnecessary or unworkable controls 

k) Participate in risk identification and risk assessment processes within relevant units/sections. 

l) Work within the risk appetite and tolerance levels set. 
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Risk Management Support 

Responsibilities of the Risk Champions 

Responsibilities of the risk champions shall include 

 
a) Advocating the culture of change and adopting risk management as a professional discipline 

to be adopted in every day management of activities and to strategically influence the current 

way of doing things which is compliance driven; 

b) Educating the stakeholders of the importance of managing risk in dealing with public funds, the 

responsibility that goes beyond meeting the requirements of meeting the requirements of 

financial management prescripts but most importantly impacting positively service 

delivery; 

c) Communicating the right message and driving this message to influence behaviour and 

discipline in getting the basics right. This extends further to ensuring the use of a common risk 

management language and consistent messages in all communications, 

d) Informing the users and stakeholders of current demands, need to improve, what to improve 

and how to improve to leave the legacy that goes beyond compliance but continuous 

improvement of accountability and service delivery 

Responsibilities of the Accounting Officer 

 
Responsibilities of the accounting officer shall include 

 
a) setting an appropriate tone by supporting and being seen to be support the Institution’s 

aspirations for effective risk management; 

b) delegating responsibilities for risk management to Management and internal functions such as the 

Risk Management Committee, Fraud Prevention Committee, Finance Committee, Information 

and Communication Technology Committee, and holding them accountable; 

c) holding Management accountable for designing, implementing, monitoring and integrating risk 

management into their day-to-day activities 
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d) providing leadership and guidance to enable Management and internal structures responsible 

for various aspects of risk management to properly perform their functions; 

e) ensuring that the control environment supports the effective functioning of risk management as 

discussed in Chapter 3; 

f) considering the inputs and recommendations of the Audit Committee and Risk Management 

Committee, approve: 

a. the risk management policy, strategy, and implementation plan; 

b. the fraud prevention policy, strategy and implementation plan 

c. risk appetite framework 

g) devoting personal attention to overseeing management of the priority risks; 

h) leveraging the Audit Committee, Internal Audit, Auditor-General and Risk Management 

Committee for assurance on the effectiveness of risk management; 

i) ensuring appropriate action in respect of the recommendations of the Audit Committee, Internal 

Audit, Auditor-General and Risk Management Committee to improve risk management; and 

j) providing assurance to relevant stakeholders that priority risks are properly identified, assessed 

and mitigated. 

Responsibilities of the Chief Risk Officer 

 
Responsibilities of the Chief Risk officer shall include 

 
a) being responsible for the Risk Management Unit and other delegations by the Accounting 

Officer; 

b) determining, implementing and maintaining effective risk management infrastructure, 

policies, procedures and processes; 

c) ensuring that the Audit Committee, Risk Management Committee and senior management are 

adequately appraised and trained on current and emerging risk management concepts and 

principles; 

d) establishing, communicating and facilitating the use of appropriate risk management 

methodologies, tools and techniques; 
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e) working with management and staff to establish and maintain effective risk management in 

their areas of responsibility, including the reform of internal processes and policies to 

incorporate elements and practice of risk management at the operational/functional level; 

f) collating, aggregating, interpreting and analysing the results of risk assessments to extract risk 

intelligence; 

g) monitoring the Institution’s risk profile, ensuring that major risks are identified and reported 

upwards; 

h) facilitating Institution-wide risk evaluation and monitoring the capabilities around the 

management of the major risks; 

i) overseeing the Risk Management Unit’s participation in the combined assurance process; 

j) drafting the risk management disclosures for the annual financial statements and annual 

report for approval by the Accounting Officer; 

k) Working with Senior Management to develop the Institution’s vision for risk management; 

l) Developing, in consultation with management, the Institution’s risk management framework 

incorporating, inter alia, the: 

i. risk management policy; 

ii. risk management strategy; 

iii. risk management implementation plan; 

iv. risk identification and assessment methodology; 

v. risk appetite and tolerance; and 

vi. risk classification. 

vii. Anti-fraud Corruption strategy 

viii. Compliance Management strategy 

ix. Business Continuity 

m) Communicating the Institution’s risk management framework to all stakeholders in the 

Institution and monitoring its implementation; 

n) To facilitate the development of a risk management culture throughout the organisation 
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o) Facilitating workshop for the Audit Committee, Council on the ERM. 

p) Training all stakeholders in their risk management functions; 

q) Continuously driving risk management to higher levels of maturity; 

r) Assisting Management with risk identification, assessment and development of response 

strategies; 

s) Monitoring the implementation of the response strategies; 

t) Participating with Internal Audit, Management and Auditor-General in developing the 

combined assurance plan for the Institution 

Risk Management Assurance Providers 

Responsibilities of Internal Audit 

Responsibilities of Internal Audit shall include: 

a) Provide assurance that the risk management culture in the Institution is an appropriate one; 

b) Provide assurance that the risk register is an appropriate reflection of the risks facing the 

Institution; 

c) Provide assurance that risk management is carried out in a manner that benefits the Institution; 

and 

d) Provide assurance that the risk management strategy, risk treatment plan and Anti-Fraud 

Corruption Strategy have been effectively implemented within the Institution. 

e) In terms of the International Standards for the Professional Practice of Internal Audit, determining 

whether risk management processes are effective is a judgment resulting from the Internal 

Auditor's assessment that: 

 
i. Institutional objectives support and align with the Institution's mission; 

ii. significant risks are identified and assessed; 

iii. risk responses are appropriate to limit risk to an acceptable level; and 
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iv. relevant risk information is captured and communicated in a timely manner to 

enable the Accounting Officer, Management, the Risk Management Committee 

and other officials to carry out their responsibilities 

Responsibilities of the Auditor General 

 
The Auditor-General provides an independent opinion on the effectiveness of risk management as part 

of the regularity audit. 

In providing the audit opinion, the Auditor- General usually focuses on: 

 
a) determining whether the risk management policy, strategy and implementation plan are 

in place and are appropriate; 

b) assessing the implementation of the risk management policy, strategy and 

implementation plan; 

c) reviewing the risk identification process to determine if it is sufficiently robust to facilitate 

the timely, correct and complete identification of significant risks, including new and 

emerging risks; 

d) reviewing the risk assessment process to determine if it is sufficiently robust to facilitate 

timely and accurate risk rating and prioritisation; and 

e) determining whether the management action plans to mitigate the priority risks are 

appropriate, and are being effectively implemented 

Risk Management Oversight 

 
Responsibilities of the Risk Management Committee 

 
Responsibilities of the risk committee shall include 

 
a) Evaluate the effectiveness of monitoring systems relating to corruption risk and the results of 

investigation and follow up on alleged fraud matters. 

b) Review and recommend for the Council’s approval, the: 

i. risk management policy; 
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ii. risk management strategy; 

iii. risk management implementation plan; 

iv. municipality’s risk appetite and risk tolerance. 

v. Risk Identification and Assessment Methodology 

vi. Any material findings and recommendations made by the Assurance Providers 

vii. Anti-Fraud Corruption Strategy 

viii. Combined Assurance Plan 

c) Receive regular reports and approve the Risk Register along with its management arrangements 

d) expressed in the same values as the key performance indicators to which they apply; 

e) set for all material risks individually, as well as in aggregate for particular categorisations of risk; 

and 

f) consistent with the materiality and significance framework. 

g) Municipality’s risk tolerance, ensuring that limits are supported by a rigorous analysis and expert 

judgement of the municipality’s ability to withstand significant shocks; and 

h) the municipality’s ability to recover financially and operationally from significant shocks. 

i) Municipality's risk identification and assessment methodologies, after satisfying itself of their 

effectiveness in timeously and accurately identifying and assessing the municipality’s risks. 

j) Evaluate the extent and effectiveness of integration of risk management within the municipality; 

k) Assess the implementation of the risk management policy and strategy (including plan); 

l) Evaluate the effectiveness of the mitigating strategies implemented to address the material risks 

of the municipality; 

m) Review the material findings and recommendations by assurance providers on the system of risk 

management and monitor the implementation of such recommendations; 

n) Develop its own key performance indicators for approval by the Chairperson of the Risk 

Management Committee. 

o) Interact with the Audit Committee to share information relating to material risks of the Institution; 

and 
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Provide timely and useful reports to Audit Committee and Council on the state of risk 

management, together with accompanying recommendations to address any deficiencies 

identified by the Committee 

Responsibilities of the Audit Committee 

a) reviewing and recommending disclosures on matters of risk in the annual financial statements 

and annual report; 

b) reviewing and providing regular feedback to the Accounting Officer on the adequacy and 

effectiveness of risk management in the Institution, including recommendations for 

improvement; 

c) ensuring that the Internal Audit and Auditor-General plans are aligned to the risk profile of the 

Institution; 

d) providing oversight over the combined assurance process 

e) reviewing and concurring with the Institution’s risk appetite 

f) receiving and considering reports from the Risk Management Committee 

g) satisfying itself that it has appropriately addressed the following areas: 

i) financial reporting risks, including the risk of fraud; 

ii) internal financial controls; and 

iii) IT risks as they relate to financial reporting. 

h) Evaluate the effectiveness of Internal Audit I its responsibilities for risk management. 

 

Responsibilities of MPAC 

 
The Municipal Public Accounts Committee is established through section 79 of the Municipal Structures Act 

in order to promote transparency, accountability, good governance, effective financial management, and 

quality service delivery at municipalities. 

Its primary function in relation to risk management shall be 
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a) To consider and evaluate the risk management content contained in the annual report and to 

make recommendations to Council when adopting an oversight report on the annual report; 

b) Review information relating to past recommendations made on the Annual Report on risk 

management including the quarterly and mid-year reports; 

c) Examine audit reports of the municipality, taking into consideration improvements from previous 

reports and must evaluate the extent to which the Audit Committee’s and the Auditor General’s 

recommendations relating to risk management have been implemented; and 

d) To perform any other functions assigned to it through a resolution of Council within its area of 

responsibility 

 
 

Responsibilities of Council 

 
Responsibilities of Council in risk management shall include: 

 
a) Ensure that the strategies and objectives of the municipality are aligned to its government 

mandate, and community priorities; 

b) Understand the institution’s risk profile 

c) Understanding the priority risks, especially those where Council can play a role in risk mitigation; 

d) Obtain assurance from management that the organisation’s strategic choices were based on 

rigorous assessment of risk; 

e) Obtain assurance that key risks inherent in the organisation’s strategies were identified and 

assessed, and are being properly managed; 

f) Assist the Accounting Officer to deal with fiscal, intergovernmental, political and other risks 

beyond their direct control and influence; 

g) Insists on the achievement of objectives, effective performance management and value for 

money. 

h) Aware of and concurring with the municipality’s risk appetite and tolerance levels 
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REVIEW AND ASSURANCE OF THE RISK MANAGEMENT PROCESS 

 
Risk Assurance 

 
The Council shall receive the following assurance regarding the effectiveness of the risk management 

process: 

On a quarterly basis, the Chief Risk Officer shall provide assurance to the Council that the planned risk 

management activities are being implemented according to the risk management plan. 

On an annual basis, the Internal Auditors shall provide a written assessment of the effectiveness of the 

system of internal control and risk management to council through the Audit Committee 

Independent review of the risk management process 

 
The Internal Audit function has a responsibility to provide assurance on the effectiveness and adequacy 

of risk management activities to assist management in improving internal controls. The Internal Audit 

will review the risk management process on an annual basis. 

REVIEW OF THE ERM STRATEGY 

 
This ERM Strategy shall be reviewed on an annual basis to ensure relevance to the municipality and 

compliance with new developments in risk management. The various policies that form part of this 

Strategy shall be reviewed independently and individually whenever the need arises 
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ENTERPRISE RISK MANAGEMENT (ERM) STRATEGY 

RISK MANAGEMENT METHODOLOGY 

PURPOSE 

 
This policy is established to facilitate management of risks by providing risk management methodology, 

outlining different roles and providing guidelines to the different role-players on how to carry out their 

responsibilities. 

SCOPE OF THE RISK MANAGEMENT STRATEGY 

 
The Risk Management Strategy applies to all employees and all directorates of Knysna Municipality. The 

municipal council as part of delivering on its oversight responsibilities will hold management accountable for 

the management of strategic risks and implementation of this strategy. 

The municipal manager, directors and managers as implementers of risk management, are responsible 

for the management of risk and implementation of this Strategy. 

APPLICATION OF THE RISK MANAGEMENT STRATEGY 

 
Where this strategy is breached by an official, the manager of the official may take disciplinary action in 

line with the approved municipality’s disciplinary policy and procedures. 

DEFINITION OF RISK 

 
Risk is defined as: 

 
a) The effect of uncertainty on the achievement of the Institution’s IDP and SDBIP caused by the 

presence of risk factors; and/or 

b) The failure to optimise opportunities to enhance the achievement of the IDP and SDBIP. 
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BENEFITS OF MANAGING RISK 

 
The benefits of a risk aware - culture, regular risk thinking and managing organisation-wide risks will 

include: 

 increased likelihood of achieving objectives; 

 better decision-making and planning; 

 better identification of opportunities and threats; 

 pro-active rather than re-active management; 

 more effective allocation and use of resources (human, financial, intellectual); 

 improved stakeholder confidence and trust; 

 improved compliance with key regulatory requirements; 

 improved internal control environment; 

 better corporate governance; and 

 enhanced communication and reporting of risk 

 
RISK MANAGEMENT PROCESS 

 
The risk management process is informed by the IDP, where risks/opportunities associated with strategic 

objectives are determined which will ensure that the organisation covers all aspects to ensure compliance 

to and achievement of the goals set. Subsequently, the risk management process will inform the SDBIP 

in the determination of key performance indicators. 

There are six (6) steps that shall be followed in the risk management process: 

Step 1: Communication and consultation 

Implementing a risk management information system 

The use of a risk management information system will allow management to obtain "real time" 

information for decision making. This will also enhance monitoring activities. Technology may provide 

the necessary audit trail that could be used by risk owners and assurance providers to determine 
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whether controls are working effectively, including whether target dates for action plans are being fully 

complied with. 

Customised reports shall be used as an early warning system. A risk dashboard shall be used to 

expedite the flow of critical information to enhance decision-making. Supplementary information shall 

be included in more detailed reports such as: progress with risk management implementation, incident 

reports, and emerging risk reports. 

(i) Incident reporting system 

Incident reporting provides means of risk monitoring and reviewing the effectiveness of controls 

and the principle of real-time incident reporting for key processes is growing in prominence 

globally. The Health and Safety department already has in place incident reporting systems. 

Such reporting systems shall be integrated into the broader risk management incident reporting 

systems in order to avoid duplication of effort and enhance information sharing activities. 

(ii) Emerging risk warning system 

Emerging risks are risks that were previously unrecognised but may be an imminent threat. 

Such risks may emanate through changes in the regulatory environment, external events, 

internal changes or social trends. The risk management agenda of the municipality shall 

incorporate a process of identifying emerging trends, which could pose risks to the institution. 

The frequency with which emerging risks are deliberately interrogated will be influenced by the 

rate of change and dynamism the institution is confronted with. 

Information to facilitate risk oversight and decision-making 

 
Council 

Council is accountable for risk management within the municipality and therefore should 

(i) know about the most significant risks facing the municipality. 

(ii) know how the municipality will manage a crisis; 

(iii) know the importance of stakeholder confidence in the organisation; 

(iv) be assured that the risk management process is working effectively; 
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(v) publish a clear risk management policy covering risk management philosophy and 

responsibilities 

Directorates and departments: 

 
Directors and managers are the risk managers and are expected to manage risks within their areas of 

responsibility and make risk-based decisions, therefore they should: 

(i) be aware of risks which fall into their areas of responsibility, the possible impacts these may 

have on other areas and the consequences other areas may have on them; 

(ii) have performance indicators which allow them to monitor the key business and financial 

activities, progress towards objectives and identify developments which require intervention 

(e.g. forecasts and budgets) have systems which communicate variances in budgets and 

forecasts at appropriate frequency to allow action to be taken; 

(iii) report systematically and promptly to the CRO any perceived new risks or failures of existing 

control measures. 

Other Officials: 

 
It is important that other officials are made aware of their risk management responsibilities because 

they are at the forefront of operations and as such can trigger risks through their actions or omissions, 

therefore they should: 

(i) understand their accountability for individual risks 

(ii) understand how they can enable continuous improvement of risk management response 

(iii) understand that risk management and risk awareness are a key part of the organisation’s 

culture 

(iv) report systematically and promptly to senior management any perceived new risks or failures of 

existing control measures. 
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Step 2: Scope, Context and criteria 

Establish strategic context 

The context includes financial, operational, competitive, political reputational, social, cultural and legal 

aspects of the institution’s functions. It involves: 

(i) Defining the relationship between the municipality and its environment; 

(ii) Identifying institutional strengths, weaknesses, opportunities and threats; 

(iii) Identifying internal and external stakeholders, and considering their objectives, 

take into account their perceptions, and establishing communication policies with 

these parties; 

(iv) Determining crucial elements which might support or impair the municipality’s 

ability to manage the risks it faces; 

(v) Ensuring that there is a close relationship between the municipality’s mission; 

strategic objectives and the management of all risks to which the municipality is 

exposed. 

Establish organizational context 

 
Before a risk management activity is commenced, it is necessary to understand the municipality and its 

capabilities, as well as its goals and objectives and the strategies that are in place to achieve them. 

Therefore: 

 
(i) Risk management will take place in the context of wider goals, objectives and strategies of the 

municipality 

(ii) Inadequate or poor performance in delivering on the objectives of the municipality or specific 

activities, or project is one set of risks which shall be managed; 

(iii) The ERM Strategy defines the criteria by which it is decided whether a risk is acceptable or not, 

and form the basis of options for risk treatment. 
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Establish a risk management context 

 
The goals, objectives, strategies, scope and parameters of the activity, or part of the institution to which 

the risk management process is being applied, shall be established. The process shall be undertaken 

with full consideration of the need to balance costs, benefits and opportunities. The resources required 

and the records to be kept shall also be specified. Setting the scope and boundaries of the risk 

management process will involve: 

(i) Defining the extent and comprehensiveness of the risk management activities to be carried 

out.Specific issues which will be considered include the following: 

(ii) The roles and responsibilities of various parts of the municipality participating in managing risk; 

(iii) Relationships between the strategic objectives, project and other projects or parts of the 

municipality; 

(iv) Determination of interdependencies and relationships between the risk areas i.e. how the risk 

areas impact on one another (cross-impact analysis). 

Risk Criteria 

 
Risk appetite is the overall level of risk that the municipality is prepared to accept or tolerate. This 

includes both existing activities and new initiatives. If the residual risk assessment after controls results 

in a risk assessment that is higher than the Council is willing to tolerate, further action will be taken to 

address the risk. However, the resources used to control a risk will not be greater than the size of the 

potential loss we are trying to mitigate. 

 

 
Risk evaluation criteria 

 
The Council shall decide on criteria against which risk is to be evaluated. Decisions concerning risk 

acceptability and risk treatment shall be based on operational, technical, financial, legal, social, 

humanitarian or other criteria, depending on strategic objectives and the interests of stakeholders. 

Through the risk tolerance framework and the materiality & significance framework, risk evaluation 
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criteria shall be further refined as particular risks are identified and risk analysis techniques chosen to 

ensure that the risk criteria corresponds with the type of risks and the way in which risk levels are 

expressed. 

Step 3: Risk Assessment 

 
The process of risk assessment shall involve risk identification, risk analysis and risk evaluation 

 
Risk Identification 

 
To ensure a comprehensive process of risk identification, the municipality shall identify risks by 

considering both internal and external risk factors, through: 

a) Strategic risk identification to identify risks ensuing from the strategic choices made in the 

Integrated Development Plan (IDP), as well as execution risk associated therewith: 

i. the municipality's strategic risks shall be identified and documented as part of 

the municipality's strategy setting process, which is assumed to include the 

consideration of threats and opportunities, and uses the municipality risk register 

as one source of information; 

ii. strategic risk identification as part of the process to finalise the IDP ensures that 

strategic targets are risk-adjusted to ensure that they are realistic and achievable 

within existing and acquirable capacity; 

iii. it also helps focus the risk plan to take account of the identified strategic risks 

that need to be managed through the normal functioning of the system of risk 

management, and 

iv. strategic risks should be formally reviewed concurrently with changes in strategy, 

or at least once a year to consider new and emerging risks. 

b) Operational risk identification based on the SDBIP to identify risks concerned with the Institution's 

operations: 
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i. operational risk identification shall concern itself with identifying events that retard or advance 

the achievement of the SDBIP; 

ii. the process shall examine vulnerabilities and opportunities presented by employees, municipal 

processes and systems, contractors, regulatory authorities and external events using a variety 

of relevant sources and techniques, such as those mentioned in 14(7); 

iii. operational risk identification should be an embedded continuous process to identify new and 

emerging risks and consider changes in known risks using mechanisms such as management and 

committee meetings, environmental scanning, process reviews and the like, and 

iv. operational risk identification should be repeated when significant environmental or Institutional 

changes occur, or at least once a year, to identify new and emerging risks. 

c) Project risk identification to identify risks inherent to particular projects: 

 
i. project risks shall be identified for all major projects, covering the whole lifecycle, and 

ii. for long term projects, the project risk register shall be reviewed at least once a year to identify new 

and emerging risks. 

Assessing the risk 

 
During this step management shall identify the main uncertainties that can have major impact on their 

objectives. For this step to be taken successfully, depending on the risk being considered, the following 

data source shall be used: 

a) Review of external and internal audit reports; 

b) Financial analyses; 

c) Historic data analyses; 

d) Actual loss data; 

e) Incident reports; 

f) Insurance survey reports; 

g) Health and safety surveys; 

h) Fraud risk assessment reports; 
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i) Operational research; 

j) Scenario analyses; 

k) Forecasting and stress testing; 

l) Interrogation of trends in key performance indicators; 

m) Benchmarking against peer group or quasi peer group; 

n) Market and sector information; 

o) Specialist and expert judgements; 

p) Oversight reports issued by relevant authorities such as National Treasury, Provincial Treasury 

and others, and 

q) National and global risk reports such as those issued by the World Economic Forum and the 

Institute of Risk Management South Africa. 

Risk Analysis 

 
The objective of risk analysis is to separate minor acceptable risks from the major risks and to provide 

data to assist in the evaluation and treatment. Risk analysis involves consideration of the risk sources, 

their consequences and the likelihood that those consequences may occur. During this stage, risk shall be 

analysed by combining estimates of impact and likelihood in the context of existing control measures. 

Firstly, inherent risk should be assessed; 

Secondly, residual risk should be assessed; 

Thirdly, the residual risk should be benchmarked against the risk appetite to determine 

the need for further intervention 

Risk analysis techniques 

 
Techniques for risk analysis shall include 

 

Risk workshops 

Structured interviews with experts in the subject area 
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Types of risk analysis 

 
Analysis of risk shall be quantitative or qualitative or a combination of these, depending on the 

circumstances. Initially, a qualitative analysis shall be used to obtain a general indication of the level of 

risk 

Qualitative analysis 

 
Qualitative analysis uses word form or descriptive scales to describe the magnitude of potential impact and 

the likelihood that those risk will occur. Risk impact on the ability of the council to deliver on its 

mandate shall be highlighted in the following categories 

i. Financial-the impact of risk on the municipality financial stability 

ii. People-the impact of the risk on the workforce 

iii. Reputation-the impact of the risk on the public ‘s perception of the municipality 

iv. Service delivery-the impact of the risk on service delivery 

v. Material-the impact of risk on the materials and infrastructure of the municipality 

 
Quantitative analysis 

 
Quantitative analysis uses numeric values for both impact and likelihood using data from a variety of 

sources. 

 

 
Based on the level of risk management maturity within the municipality, qualitative risk analysis shall be the 

main technique used 

Risk Matrix 

 
A risk rating matrix shall be used to determine the extent of the risk exposure the municipality is faced with 

in order to allocate the applicable response to that specific risk. Management shall decide on actions that 

need to be taken to address the risk based on the following guidelines approved by council 
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RISK MATRIX 

 

L
ik

e
lih

o
o

d
 

Almost certain H H C C C 

Likely M H H C C 

Possible M M H H C 

Unlikely L M M H H 

Rare L L M M H 

 Insignificant Minor Moderate Major Catastrophic 

Impact 

 
 

RISK RESPONSE FRAMEWORK 

 
RISK 

RATING 

RISK 

MAGNITUDE 

RISK RESPONSE 

STRATEGY 

RISK RESPONSE ACTION 

13-25 HIGH Avoid/Reduce/Transfer Management shall take immediate 

action to reduce the risk & monitor 

effectiveness of controls with 

highest priority. 

Have a contingency plan in place 

Risk shall be brought to the 

attention of the RMC,AC and 

Council 

7-12 MEDIUM Reduce/Share Management shall consider action 

to reduce the risk & monitor 

effectiveness of mitigation strategies 

Risk shall be brought to the 

attention of the RMC,AC and 

Council 
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1-6 LOW Accept Management shall keep these risks 

under periodic review 

 

 

Risk evaluation: 

Risk evaluation involves comparing the level of risk found during the analysis process with previously 

established risk criteria. The output of risk evaluation is a prioritized list of risk for further action. 

 

Impact: The following rating table shall be utilized in assessing the potential impact of risks 

 
Impact on municipality 

Level Descriptor Example of detail descriptor 

1 Low or Insignificant  Issue can be delegated to junior management and staff to 

resolve 

 No or insignificant impact on service delivery 

 No impact on internal business 

 Insignificant impact on available budget 

 Insignificant impact on reputation 

 No injuries 

2 Low to Moderate or Minor  Issue can be delegated to middle management to resolve 

 Low to moderate impact on service delivery 

 Low to moderate impact on internal business 

 Low to moderate impact on available budget 

 Low to moderate impact on reputation 

 Light injuries – first aid required 
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Impact on municipality 

Level Descriptor Example of detail descriptor 

3 Moderate  Issue can be delegated to senior management to resolve 

 Moderate impact on service delivery 

 Moderate impact on internal business 

 Moderate impact on available budget 

 Moderate impact on reputation 

 Light injuries – medical treatment required 

4 Moderate to High or 

Major 

 Issue can be delegated to Council to resolve 

 Moderate to high impact on service delivery may impact the 

ability to deliver service 

 Moderate to High impact on internal business may stop internal 

business 

 Moderate to High impact on available budget requires 

significant portion of budget 

 Moderate to High impact on reputation 

 Serious injuries – possibly life threatening 

5 High or Catastrophic  Delegate to Provincial Government to resolve 

 High or Catastrophic impact on service delivery unable to 

deliver services 

 High or Catastrophic impact on internal business internal 

business stops 

 High or Catastrophic impact on available budget municipality 

place under administration 

 High or Catastrophic impact on reputation 

 Life threatening 
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Likelihood: The following rating table shall be utilized in assessing the likelihood of risks: 

 
Likelihood of occurring 

Level Descriptor Example of detail descriptor 

1 Rare May only occur in exceptional circumstances. 

2 Unlikely Low probability of occurring but could occur. 

3 Possible Moderate probability of occurring. 

4 Likely Will probably occur in most instances. 

5 Almost certain Is expected to occur in most instances. 

 

Step 4: Risk Treatment 

 
Risk treatment involves identifying a range of options for risk response, assessing those options, 

preparing risk treatment plans and implementing them. Risk responses shall fall within the following 5 

categories 

a) Avoidance- Taking action to reduce eliminate the activities that give rise to the risk such 

ceasing the activity or changing the objective; 

b) Reduction - Taking action to reduce either the likelihood or impact of a risk or both such 

as, influencing regulations & public perception; implementing continuity plans; or 

reorganising and restructuring. 

c) Sharing -Taking action to transfer the loss or liability to third parties through: Insurance, 

Outsourcing 

d) Acceptance –. Accepting the risk where cost and strategy considerations rule out 

alternative strategies. No action is taken to affect likelihood or impact 

e) Transfer- transferring the risk (but not the accountability for achieving the related objective) 

to another party more competent to manage it by, for example, contracting out services, 

establishing strategic partnerships and buying insurance 
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Development of risk treatment plans. 

 
The purpose of the Risk Treatment Plan is to give management and stakeholders, peace of mind that 

significant risks are being effectively managed and will help bring greater focus to municipality’s risk 

and planning arrangements. Key Risk Indicators (KRIs) for each risk shall be identified as part of the 

Risk Treatment Plans and submission dates for performance data shall be shown on these plans for 

reference. 

Implementing treatment plans 

 
Responsibility for treatment of risk shall be borne by risk owners who are selected, because they are 

best able to control the risk. To ensure successful implementation of risk treatment plans the Council 

has delegated management to develop an effective management system which specifies the methods 

chosen, assign responsibilities and individual accountabilities for actions, and monitor them against 

specified criteria. 

Where after treatment there is residual risk, a decision shall be taken based on the risk response as to 

whether to retain the risk or enhance the risk treatment process. 

Step 5: Monitoring and review: 

 
Monitoring shall be effected through ongoing activities or separate evaluations to ascertain whether risk 

management is effectively practised at all levels and across the municipality in accordance with the risk 

management policy, strategy and plan. The objective of monitoring and review is to ensure that 

changing circumstances are incorporated in risk priorities and to ensure that the risk management plan 

remains relevant 

Monitoring 

 
Monitoring of the presence and functioning of various elements required to ensure effectiveness of 

ERM shall be done in two ways, namely; ongoing monitoring activities and separate evaluations. The 
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monitoring process shall provide assurance that there are appropriate controls in place and that, 

policies and procedures are understood and followed. 

Ongoing Monitoring Activities 

 
Ongoing monitoring activities shall serve to monitor the effectiveness of risk management in the 

ordinary course of running the HSRC business. These shall include regular management and 

supervisory activities, variance analysis, performance evaluations, reconciliations and other routine 

management actions. 

Separate Evaluations 

 
Separate evaluations shall be conducted periodically for significant risks by the Chief Risk Officer and 

the Internal Auditors focusing on the effectiveness and adequacy of controls as well as the overall 

effectiveness of risk management activities. Where deficiencies are identified, the relevant line 

managers shall on a continuous basis monitor the implementation of recommendations in order to 

evaluate their effectiveness. Where such risk management recommendations fail, they shall 

immediately report such failure to the CRO. 

The CRO shall assists relevant heads of divisions or line managers in designing and implementing 

remedial measures to minimise the risk exposure whenever there is a need.The monitoring and review 

process shall also determine whether: 

i. Measures adopted resulted in what was intended; 

ii. Procedures adopted and information gathered for undertaking the assessment were 

appropriate; 

iii. Improved knowledge would have helped to reach better decisions and identify what lessons 

could be learnt for future assessments and management of risks 
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Review 

 
Effective risk management requires a reporting and review structure to ensure that risks are effectively 

identified and assessed and that appropriate controls and responses are in place. Regular audits of 

policy and standards compliance shall be carried out and standards performance reviewed to identify 

opportunities for improvement. 

 

 
Step 6: Recording and Reporting: 

 
Reporting 

Effective internal and external communication is important to ensure that those responsible for 

implementing risk management, and those with a vested interest understand the basis on 

which decisions are made and why particular actions are required. Reporting on risk shall focus 

on both internal and external stakeholders. 

 
Internal Reporting 

The following risk reporting responsibilities shall be carried out: 

(i) The Chief Risk Officer (CRO) shall determine risk information needs of various 

stakeholders and ensure that risk management processes respond to such needs. 

(ii) Within 48hrs of each risk assessment the CRO shall prepare and submit a draft-risk 

register to the relevant Directors, Managers and action owners identified during the risk 

assessment process for comments, inputs and commitment on action plans; 

(iii) Once agreement has been reached on the contents of the risk register between the CRO 

and management, a detailed risk assessment report shall be prepared and 

submitted to the relevant Director for sign-off. 

(iv) Signed-off reports shall be considered as official reports of the municipality and shall be 

distributed to the relevant oversight and auditors as individual reports or as part of a 

consolidated report at the first meeting following the sign-off. 
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External Reporting 

Every organisation needs to report to its stakeholders on a regular basis setting out its risk 

management policies and the effectiveness in achieving its objectives. Increasingly stakeholders look to 

organisations to provide evidence of effective management of the organisation’s non-financial 

performance in such areas as community affairs, human rights, employment practices, health and 

safety and the environment. 

Good corporate governance principles require institutions to adopt a methodical approach to risk 

management, which ensures that management controls are in place, and are performing adequately. 

 
Through the annual report, formal reporting of risk management shall be provided and made available 

to the municipality’s stakeholders. The formal reporting process shall address: 

(i) the control methods – particularly management responsibilities for risk 

management; 

(ii) the processes used to identify risks and how they are addressed by the risk 

management systems; 

(iii) the primary control systems in place to manage significant risks; 

(iv) the monitoring and review systems in place; 

Any significant deficiencies uncovered by the risk management system, or within the system itself, shall 

be reported together with the steps taken to deal with them. 

Training 

 
The ERM unit is mandated to champion and promote risk management across the municipality and to 

ensure that: 

a) All officials and managers are aware of what risk management is and what benefits will their 

divisions/units enjoy through risk management; 

b) All officials and managers are aware of the municipality’s approach to risk management and 

what their responsibility for risk management is; 
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c) All officials and managers are aware of how risk management is implemented and how to 

participate in the implementation; 

The ERM Unit shall make use of the following mechanisms to communicate the risk management 

message: 

a) Induction for new employees; 

b) Training and workshops; 

c) Briefings; 

d) Intranet; 

e) Internal applications; 

 
 
 
 
 
 
 
 
 
 
 

 
Risk Management Implementation Plan 
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No. 

 

Planned Action 
 

Detailed Actions 

 

OUTCOME 
 

DUE DATE 
RESPONSIBLE 

PERSON/S 

1. 
Review risk management policy Risk Management Committee (RMC) to review the policy 

and recommend to the Accounting Officer / Authority for 
approval. 

Approved reviewed Risk 
Management Policy 

31 March 2023 Chief Risk Officer 

2. 
Review risk management strategy Develop ERM Implementation Framework 

Develop guidelines on roles and responsibilities for risk 
management 
Review Fraud Prevention Plan 
RMC to review the strategy and recommend to the Council 
for approval 

And 
Workshop the reviewed Risk Management Strategy & Risk 
Management Policy with the Council 

 
 

Approved risk 
management strategy 

 
 

31March 2023 

 
 

Chief Risk Officer 

3. 
Publication of Risk Management 
Strategy & Policy 

Publish ERM Framework on the municipal website Communicated risk 
management policy to all 
officials in the Institution 

30 June 2023 Chief Risk Officer 

4. 
Review Anti-fraud & corruption policy Review and recommend for the approval of the Anti-fraud 

& corruption policy 
Reviewed and approved 
Anti-fraud & corruption 
policy 

 Chief Risk Officer 

5. 
Review of a whistleblowing policy Review and recommend for the approval of the Whistle 

blow Policy 
Approved Whistle Blow 
Policy 

31 March 2023 Chief Risk Officer 
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No. 

 

Planned Action 
 

Detailed Actions 

 

OUTCOME 
 

DUE DATE 
RESPONSIBLE 

PERSON/S 

6. 
Risk awareness Implement Risk Awareness Programmes: 

 Identify all departments according to approved 
organogram of the municipality for awareness 
workshops to be conducted. 

 Align awareness material with updated risk 
management prescripts 

 Conduct risk awareness workshops with 
departments. 

Standardised & 
updated risk 
awareness material 

30 October 2022 Chief Risk 
Officer 

7. 
Fraud Awareness Implement Fraud Awareness programs: 

 Embark on messaging campaign to employees 
to advise them on how and where to report fraud 
and corruption. 

 Antifraud and Corruption material distributed to 
the public to promote anti-fraud and corruption 

Promote ethical 
behaviour and 
reporting of fraud and 
corruption 

30 October 2022 Chief Risk 
Officer 

8. 
Reviewed Risk Appetite Risk Management Committee to review and approve a 

Risk Appetite for the municipality 
Approved risk appetite 30 June 2023 Risk 

Management 
Committee 

 

1 
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No. 

 

Planned Action 
 

Detailed Actions 

 

OUTCOME 
 

DUE DATE 
RESPONSIBLE 

PERSON/S 

9. 
Review Risk Register: Facilitate enterprise-wide risk assessments. 

Annual strategic risk assessment 
 

Information gathering 
Facilitate risk identification and assessment sessions 
Analyse information and develop risk assessment reports 
Operational risk assessments 

Strategic & 
Operational Risk 
registers 

31 May 2023 Risk 
Management 
Committee 

10. 
 Submit the reviewed Risk Register to Council Approved Risk 

Register 
30 June 2023 Chief Risk 

Officer 

11. 
Develop KPI for risk management Drafting of individual key risk indicators for the top risks   Chief Risk 

Officer 
& MM 

12. 
Review terms of reference for the 
risk management committee 

Review existing RMC’s Terms of Reference and align to 
the RM strategy. 

Approved risk 
management 
committee charter 

31May 2023 Chief Risk 
Officer 

 
 

2 
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No. 

 

Planned Action 
 

Detailed Actions 

 

OUTCOME 
 

DUE DATE 
RESPONSIBLE 

PERSON/S 

13. 
Structures and responsibilities The CRO to develop the risk management unit structure 

and present it to the RMC to review and recommend for 
approval by the Accounting Officer / Authority 

Additional structure 
created and approved 
as required 

Appointment into 
approved positions 
and structure 

Formal delegation of 
responsibilities to 
existing personnel (via 
appointment letters 
and performance 
agreements) and 
structures (via 
charters) 

30 Sept 2022 Municipal 
Manager 

14. 
Assess risk controls effectiveness Assign assurance providers to assess the controls of 

medium and low risks identified (monitored risks). 
Combined assurance 
plan 

30 September 
2022 

Internal Audit 

3 
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No. 

 

Planned Action 
 

Detailed Actions 

 

OUTCOME 
 

DUE DATE 
RESPONSIBLE 

PERSON/S 

15. 
Ensure risk management processes 
and methodologies are reviewed 
independently. 

Audit of risk management effectiveness Performance audit 
report 

31 January 2023 Internal Audit 

16. 
Facilitate the execution of ERM 
processes and infrastructure. 

Implement appropriate risk reporting to the Accounting 
Officer, Executive Authority, Audit Committee, RMC and 
Senior Management. 

Status reports on risk 
management 
implementation. 

31 January 2023 CRO 

 
 
 
 
 
 
 
 
 
 

4 
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Review and Approval 
 

The Risk Management Strategy and Policy will be reviewed annually by the Chief 
Risk Officer and submitted to the Risk Management Committee for comments. The 
reviewed Risk Management Strategy and Policy will be submitted to Audit Committee 
for noting and to Council for approval. 


